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1 Introduction

Digital communication in the past 30 years has grown sig-
nificantly, both in importance and capability. The Internet

has changed how people communicate and do business. It
is almost impossible to operate a computer that does not
have some connection to another computer.

Handheld devices also have had revolutionary effects
on what can be done. Miniaturization has allowed de-
vices with capabilities comparable to 386 computers to
be held in the human hand. The major drawback is their
isolation from other computers. Recent advances in wire-
less communications have had significant effects, both on
mobile computers, and in how network infrastructure for
stationary computers is perceived.

This paper discusses the state of the art in wireless com-
munications standards and attempts at providing security
for use with those standards. This is put into context for
use with handheld devices by providing a description of
current handheld device capabilities and limitations. An
attempt is made to analyse the relative advantages and dis-
advantages of the standards and provide enough detail to
make and educated decision on what standards are useful
in any particular situation.

2 Wireless Communication Stan-
dards

2.1 802.11
2.1.1 Overview and History

The IEEE 802.11 working group oversees a family
of standards for wireless LANs consisting of 802.11a,
802.11b, 802.11g and the original 802.11 standard. The
protocols are designed to run in the unlicensed 2.4GHz
ISM band, and the national information structure(U-NII)
bands in the SGHz-6GHz range. All use a common MAC
layer that is similar to Ethernet. 802.11 only operates at
1 and 2 Mbps and runs in the 2.4GHz frequency range.
802.11b operates at up to 11Mbps. 802.11g extends the
802.11b standard to 54Mbps, though is not yet fully stan-
dardized. Even so, devices are available to operate with
802.11g which operate on preliminary versions of the
standard. 802.11a is not compatible with the other 3 stan-
dards as it operates in the 5-6GHz frequency range. It
provides transfer speeds from 6Mbps-54Mbps. 802.11b,
also known as Wi-Fi is widely used in home and business
networks.



After the original 802.11 standardization was com-
pleted, work began on the 802.11a standard. It was tar-
geted at business uses where higher transfer rates and
higher subscriber densities would be needed. Due to
technical problems with the standard, the process was
slowed and 802.11b was started and standardized with
speeds up to 11Mbps. 802.11b quickly gained popu-
larity with both home and business users. 802.11g was
started as a higher speed extension to 802.11b, allowing
speeds up to 54Mbps. 802.11a is now standardized and
equipment being produced, but adoption is slow due to
already widespread use of 802.11b and relative expense
of 802.11a. 802.11g products are now available without
standardization being complete. Users may choose to use
802.11g instead of 802.11a since 802.11g is backwards
compatible with existing networks. New dual band de-
vices are available that support all the standards. This
might provide a reasonable upgrade path for companies
to consider purchasing 802.11a enabled equipment.

802.11 has become quite popular since it provides
a reasonable operating range and speeds that are use-
ful for home and most office use. Industry support for
802.11 products is extensive. Just about every network
card vendor provides 802.11 products. Intel’s new Cen-
trino mobile platform requires 802.11b wireless support
in order for vendors to use the Centrino brand on their
products[20]. (See section [5.3.1]) 802.11b is also rel-
atively cheap, and can potentially greatly reduce infras-
tructure costs that would normally be associated with the
establishment of a LAN, such as wiring.

2.1.2 Protocol Information

All of the 802.11 protocols use Carrier Sense Multi-
ple Access with Collision avoidance(CSMA/CA)[14] to
share the wireless medium. This simply means that before
transmission, the wireless device monitors for activity be-
fore sending. If it detects traffic, it waits until no traffic is
present. If a collision occurs, then both wireless devices
wait a random amount of time before attempting trans-
mission again. The random wait time avoids the problem
of attempting to transmit again at the same time.

801.11, 802.11b, and 802.11g all use a similar, back-
wards compatible physical layer. Each incoming packet
is packaged inside a physical layer transmission packet
called a PPDU(PLCP Protocol Data Unit)[12]]. PLCP

Channel | Frequency
1 2.412GHz
2 2.417GHz
3 2.422GHz
4 2.427GHz
5 2.432GHz
6 2.437GHz
7 2.442GHz
8 2.447GHz
9 2.452GHz
10 2.457GHz
11 2.462GHz
12 2.467GHz
13 2.472GHz
14 2.484GHz

Table 1: 802.11b frequencies[12]

protocol is the name given in the standard for the phys-
ical layer protocol. Each PPDU contains a fixed length
header, which is always transmitted at the lowest bit rate
of 1MBps and a variable length data section which con-
tains the MAC information and data payload. When a
packet is sent, the transmitter starts by sending alternat-
ing 1s and Os to allow the receiver to synchronize to the
incoming signal. The beginning of the frame data is then
marked by the frame delimiter, which is the binary se-
quence: 1111001110100000. The rest of the header fol-
lows the frame delimiter. The header indicates the trans-
mission speed of the data section, which it transmits as the
rate divided by 100kbps. The size of the packet is given
in microseconds that it will take to transmit the full frame,
including the header. A 16 bit CRC is also sent in order
to test that the header was received correctly.

Once the header data is formatted correctly, the
packet is sent to the transmitter. The transmitter uses
DSSS(direct sequence spread spectrum)[12] to spread the
signal over a 30MHz portion of the 2.4GHz frequency
band. This makes the signal more tolerant to interfer-
ence. 802.11 provides 14 transmission frequencies sep-
arated by SMHz. (See table[I]) This means that consecu-
tive channels cannot be used. A separation of 5 channels
is needed to ensure that signals do not interfere with each
other. Canada and the US are limited to using channels



1 to 11, which means that a maximum of 3 channels can
be used, 1, 6, and 11. The method of spreading the sig-
nal varies based on the transmission speed. At low speeds
of 1 and 2 Mbps the spreading method is constant, while
higher speeds require optimization for each bit sequence.

At 1Mbps, the transmitter shifts the phase of the center
transmit frequency to provide the distinction between a
1 and a 0. In order to achieve 2Mbps 4 phase shifts are
used, corresponding to the possible values for each pair
of bits in the packet. Similar methods are used for 5.5 and
11Mbps.

The resultant signal is amplified and sent to the antenna
where it is sent through space to the receiver where it is
demodulated, despread and decoded.

802.11a goes through a similar yet still fairly dif-
ferent process. The differences are necessary in or-
der to provide the high speeds for which it was de-
signed. 802.11a uses OFDM(Orthogonal Frequency Di-
vision Multiplexing)[[L 1] instead of DSSS. As in 802.11b
there is a header, which is always transmitted at the low-
est speed, 6Mbps. The signal starts with a field to allow
the receiver to synchronize with the incoming OFDM sig-
nal. The transmission rate for the data section follows.
There is a unique binary code for each of the transmission
rates which are 6, 9, 12, 18, 24, 36, 48 and 54Mbps. The
length is provided as the number of bytes in the frame and
a parity field provides a rudimentary check to see that the
data were properly received. The data follow and may be
padded with zeros in order to fit the number of bits re-
quired for an OFDM transmission symbol.

OFDM in 802.11a separates the signal into 52 separate
subcarriers[23]]. Four of the subcarriers transmit known
sequences and are used to detect problems in the signal.
This leaves 48 carriers for data, which are sent in parallel.
The subcarrier spacing is 0.3125MHz providing 64 sub-
carrier slots in the 20MHz frequency space allotted for
each channel.

The US allows for 12 channels spaced 20MHz apart.
Each channel has one of 3 possible operating powers. Ta-
ble [2] lists the channels, frequencies and allowed power
outputs.

2.1.3 Problems and Limitations

Overall, the problems with 802.11 are minimal and not
completely insurmountable. The two main problems are

Channel | Frequency | Maximum Power
36 5.180 GHz | 40mW
40 5.200 GHz | 40mW
44 5.220 GHz | 40mW
48 5.240 GHz | 40mW
52 5.260 GHz | 200mW
56 5.280 GHz | 200mW
60 5.300 GHz | 200mW
64 5.320 GHz | 200mW
149 5.745 GHz | 800mW
153 5.765 GHz | 800mW
157 5.785 GHz | 800mW
161 5.805 GHz | 800mW

Table 2: 802.11a Frequencies and Power Ratings|11]]

frequency space pollution and multipath interference.

Because 802.11, 802.11b and 802.11g operate in the
2.4GHz frequency space they are subject to interference
from other consumer devices including portable phones,
garage door openers and microwaves. Bluetooth also op-
erates in the 2.4GHz range. See section [2.3] for more
information about 802.11 and Bluetooth interoperability.
802.11a does not suffer from these problems, although
any devices operating in the SGHz range could interfere
with its communications. Frequency space restrictions
also mean that there is a limited number of usable chan-
nels. This could pose a problem if there are several closely
situated wireless networks.

Multipath interference is caused by the signal being re-
flected off objects causing part of the signal to arrive at
one time, while more of the signal arrives later. This
can confuse the receiver, especially if the delay between
the reflections is large[13]. This is less of a problem for
802.11a because it uses ODFM instead of DSSS. In in-
dustrial applications where there is a lot of metallic ma-
chinery and multipath interference is significant, 802.11a
is a better choice. Multipath interference in homes and
offices is generally insignificant.

As a final problem, 11Mbps is not sufficient for sup-
porting very many users. Because of this, areas having a
high density of users should use 802.11g or 802.11a.



2.2 Bluetooth
2.2.1 Overview and History

Bluetooth was started in 1994 by Ericsson and named af-
ter the Harald Blaatand “Bluetooth” II, king of Denmark
940-981ADI8]. A special interest group was formed in
1998 and which had been joined by 1900 companies by
June 2002.

Bluetooth is designed to provide short-range wireless
communications. It provides a reasonable replacement to
IrDA, while extending greatly what can be done by over-
coming the IrDA 1m distance limitation and line of sight
requirements. Bluetooth allows communications at up to
10m and permits connections with multiple devices with-
out orienting the transmitter in any particular direction.

Bluetooth provides connection rates of up to 780kbps
which can be used for 721kbps unidirectionally or
432.6kbps bidirectionally. This does not provide particu-
larly fast speeds, but does allow for faster than serial con-
nections, which makes it possible for Bluetooth to replace
serial connections in many instances.

Bluetooth is most useful for small devices such as
phones and PDAs. It can allow communication between
the devices and other devices such as computers for syn-
chronization. The Bluetooth standard already allows in-
teraction between cell phone and PDAs such as the pro-
vision of Internet access to the PDA, or the directive, by
PDA, for the phone to dial a given phone number. PDA
synchronization and printing are also key possibilities.

Bluetooth will be the basis of the IEEE 802.16 working
group’s wireless personal area network (WPAN) standard.
This may result in a convergence between the two groups.

2.2.2 Protocol Information

Bluetooth devices organize themselves in groups of 2 to 8
called piconets. One device is the master and the other de-
vices are slaves. Devices can be slaves for more than one
piconet, but masters of only one. One extension to the
standard that is being developed is the ability for devices
connected to more than one piconet to act as a bridge be-
tween the two piconets. Two or more bridged piconets is
called a scatternet(see Figure|[T).

Whether or not bridging is available, it is possible to
have several piconets operating in the same area. Also,
like 802.11b, transmissions are made in the unlicensed
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Figure 1: Bluetooth scatternet diagram(based on [8]]).

ISM 2.4GHz frequency band. This means that there is
interference from many other devices. To help alleviate
problems with this, Bluetooth devices in a piconet are syn-
chronized to a frequency hopping pattern which is unique
to each piconet. Using this pattern, devices change fre-
quencies 1600 times per second. Between hops is a time
slot for the transmission of data. A particular packet may
require a transmission duration that spans several hops.
In this case the frequency is held for the duration of the
transfer.

Bluetooth defines channels for transmission of both
voice and data. The standard allows for one asynchronous
data link and up to 3 synchronous voice links. Voice trans-
mission uses reserved time slots to guarantee reasonable
transmission, but never retransmits dropped packets.

The transmission control is done by the link manager
which handles connection setup and security(see section
9.

Above the link manager, software protocols are de-
fined. L2CAP is the lowest software layer of the pro-
tocol and provides access to the link layer. Proto-
cols not defined by Bluetooth, including TCP/IP and
vCard/vCalendar operate on top of this. Bluetooth defined
protocols that run on top of LZCAP include RFCOMM, a
simple serial data transfer link, Telephony Control Proto-
col Specification(TCS) which provides voice and data call
control.

Also included in the Bluetooth standard is the service



discovery protocol(SDP). As the name implies it can be
used to find out what services are available on remote
devices. In an environment where services can come in
and out of radio range randomly, it is important to have a
method of discovering such information.

2.2.3 Limitations and Problems

As in 802.11, frequency space pollution is a potential
problem. Although Bluetooth uses frequency hopping to
avoid problems with this, eventually to many devices us-
ing 2.4GHz frequency range could cause problems that
frequency hopping will not be able to avoid.

The 780kbps transfer rate limit may prove to be too
slow in the near future. It is sufficient for current ap-
plications and applications requiring more speed can use
802.11. Similarly range could be perceived as an issue,
again 802.11 might be a better choice if range becomes a
problem with some applications of Bluetooth.

2.3 Bluetooth and 802.11 interoperability

Because Bluetooth and 802.11b and 802.11g use the same
2.4GHz frequency space for communication, they inter-
fere with each other. Several papers have been written on
the performance of 802.11b WLANs and Bluetooth de-
vices in the presence of each other[3\ |5, 9] and techniques
for making them peacefully coexist[4, [10]. Current re-
search indicates that this problem is not insurmountable.
The upcoming 802.16 WPAN standard based on Blue-
tooth is intended to address current issues with Bluetooth,
including the interoperability problem.

2.4 3G Wireless Telephone

Wireless telephone systems have been in place since
1946[1]. It was not until 1984 when Advanced Mobil
Phone System(AMPS), an implementation of the cellular
system proposed by AT&T in 1968, began to be deployed
that mobile phone systems really took off. In 1991, US
digital cellular was released and in 1994 IS-95 code di-
vision multiple access(CDMA) was introduced. Recently
third generation(3G) wireless systems based on CDMA
technologies, have been released.

3G is the latest version of wireless cellular telephone
communications. 3G is intended to provide better data

services and enhance existing voice communications. 3G
provides data rates of up to 2Mbps, a reasonably useful
rate for users requiring Internet connectivity in areas cov-
ered by the 3G network. This may however be too little
too late as far as data laptop connectivity is concerned as
that speed is easily outstripped by 802.11. With the num-
ber of 802.11 hotspots growing rapidly, the need for 3G
communications in urban areas is diminishing. 3G does
however have the advantage of consistency of service
provider and provider dedication to expansion of cover-
age area.

The use of 3G in conjunction with Bluetooth and hand-
held devices does hold promise. Recent handheld devices
such as Palm use Bluetooth to access the Internet through
the data connection provided by the phone. This is used
for low bandwidth applications such as email and instant
messaging. Such applications and digital applications on
the phone itself provide interesting services for users who
already carry a mobile phone.

3G’s main focus is still voice traffic, and it and its pre-
decessors are essentially the only options for mobile tele-
phone systems.

2.5 Other Technologies

Other technologies not mentioned in this paper, such
as HomeRF, an 802.11 competitor, are either not in
widespread use or severely limited in their capabilities so
as to make them not generally useful.

3 Wireless Security

Wireless security primarily consists of two parts: network
authentication and data integrity assurance. Network au-
thentication ensures that only authorized devices are us-
ing the network and may also ensure that only an autho-
rized subscriber is using the network through the autho-
rized device. Once subscribers are permitted access to the
network they would like verification that their communi-
cations can only be viewed by the intended recipient. This
is termed data integrity assurance. The broadcast nature
of wireless communications means that anyone can cap-
ture the data traffic. Because of this, the content of the
traffic should be obscured. This is accomplished through



various forms of encryption. Most security protocols pro-
vide mechanisms for both of these aspects of security.

There are several places where security can be inserted
into the system. Each of them has implications for usabil-
ity and what actually gets secured. Points for security are
referred to by the level in the OSI networking model in
which they are introduced. Current solutions occur at the
data link layer, the network layer, the application layer, or
above the application layer.

The data link layer, level 2, is one level up from the
physical medium, level 1. It is concerned with such as-
pects as framing, data flow control and error control. This
is the level of Ethernet and the MAC. The network level,
level 3, provides the ability to route datagrams between
network nodes. IP operates at this level. The applica-
tion level is level 7. This is where application protocols
such as HTTP, FTP, and SMTP operate. Above the appli-
cation protocol level applications such as mail programs,
and web browsers exist. The distinction between secu-
rity at the application level and above the application level
may be difficult to see. Application level security is built
into the protocol as in the case of SSL. Security above
the application level may pertain to the device itself such
as password access to use the device at all, or may be
an application data mechanism such as encrypted email,
where it is some portion of the application’s data that is
encrypted rather than the protocol itself.

For each of these layers, the security provides differ-
ent levels of coverage. Security at any level only provides
protection against attacks at that level and below. For in-
stance, if data link layer security is used, then the secu-
rity only protects that network segment. As soon as an
IP packet is routed onto another network segment, the se-
curity no longer applies to the communication. Applica-
tion protocol level support however ensures that all com-
munication between a client and server computer is safe.
Layers above application level support, such as in an en-
crypted email, ensure that only the intended recipient can
view the content.

3.1 Cryptography

Cryptography is commonly used in network authentica-
tion and data integrity assurance. The reason for this is
that it allows the communication to be obscured while al-
lowing the intended recipient to view the data stream. The

basic algorithm takes the message to be encrypted and a
key to transform the message to a different space. The
idea being that it is easy to calculate the transformation
when the key is known, but difficult in any reasonable
amount of time when the key is unknown[[15]]. There are
three forms of cryptography in use: symmetric key, public
key and hash functions.

Symmetric key systems use the same key at either end
to do both the transformations, encryption and decryption.
Public key systems use two keys: one key that is known
publicly and one key that is private. When a message is
encrypted with the public key, it can only be decrypted
with the private key. When the message is encrypted with
the private key it can only be decrypted with the public
key. Hash functions are one way mappings. The idea
is that for every input, a hash function creates a unique
output that cannot be decrypted in any way.

Public key systems provide a very flexible framework
for providing authentication and encryption. With public
key systems and an appropriate trust model which pro-
vides a method of obtaining public keys, anyone can send
a message intended for a particular recipient and be as-
sured that only the intended recipient will be able to view
the message. On the other hand, a sender can encrypt a
message with their private key, and anyone who decrypts
it can be assured that it truly came from the sender indi-
cated. It is common to establish communications using
public key cryptography and use a negotiated symmetric
key, which is significantly less computationally intensive,
for the rest of the session.

Hash functions provide a reasonable way to ensure that
a message was not altered en route. While this does not
prevent someone from eavesdropping, it does guarantee
the validity of the information received.

3.2 Network Authentication Methods

Common methods for network authentication include
password checking, public key systems and biometric de-
tection. In each case, a secret that is supposed to only
be known to the authenticator and the authenticatee is
checked to determine identity. The difference is how the
exchange is carried out. Provided that no one can acquire
the secret, any solution based on this method should be
effective.



Challenge response systems built on public key cryp-
tography are very popular because of the difficulty in-
volved in spoofing. For instance, if a simple password
authentication system is used then some measure must be
taken to be sure that the security cannot be circumvented
and the password obtained at a level between password
collection and comparison. With private key systems, the
authenticating agent asks the client to encrypt some ran-
dom piece of data using the private key. The authentica-
tor then attempts to decrypt the returned encrypted data
and compares the result with the initial challenge data.
As long as the private key is not compromised, this will
provide very good security. In this example, note that
the randomness of the challenge is important since us-
ing the same challenge word repeatedly allows an attacker
to know the response to the challenge without computing
the cryptographic transformation. It may also allow the
attacker to guess the private key.

Some systems require two challenge items, such as a
private key and a password, in order to enhance security.
In this case there is some protection against a device be-
ing used by the wrong person. For instance, the machine
being used may be authenticated with public key cryptog-
raphy, while a particular user authenticated by password,
the password being protected by cryptographic methods.

Current wireless communication systems provide some
form of network authentication. 2G and 3G wireless tele-
phone systems, 802.11b and Bluetooth all provide shared
key systems to authenticate users. These provide varying
levels of success.

The other common security systems used at other net-
work levels such as SSL and IPSec also provide key based
authentication, but may also allow other methods such as
password exchange instead of or in addition to the cryp-
tographic methods.

Note that systems that do not use cryptographic meth-
ods to do the authentication may still use them to secure
the transmission during the authentication process.

3.3 Data Integrity Methods

The only way to properly ensure data integrity is to use
encryption. The most common method for providing this
is a public key session setup, followed by symmetric key
encryption. Public key cryptography allows the assurance
that only the intended recipient can view communications.

The computations for public key encryptions are exces-
sive for use for the full session. Once the session is estab-
lished, the parties can agree on a symmetric key which is
generated randomly after session setup. If a session lasts
a significant amount of time, the symmetric key should be
changed. When this occurs, the two parties exchange the
new key under the encryption of the last key. At all times,
the weaker symmetric key is protected by short usage time
and exchange while encrypted.

Many flaws in encryption can be tied to key leaks that
occur because the key is somehow exposed either during
session setup or through extended use with the same key.

Both 802.11b and Bluetooth provide built in data
link layer encryption. 802.11b’s encryption is called
WEP(Wired Equivalent Protection), see section Vir-
tual private networking(VPN) solutions use network level
encryption to extend a private network out to other iso-
lated computers or join two networks together through
the Internet. While there are many competing standards
for doing this, IPSec is an attempt at providing common
ground for vendor interoperation. Due to problems in
WEP, many 802.11b networks use IPSec to protect com-
munication. Most application level encryption uses some
version of SSL.

3.4 3G Wireless Telephone Systems

Wireless telephone systems are unique in the systems
evaluated in this document because they are fully admin-
istered by the network owners. This means that the net-
work owners provide the appliances and the network and
say who can and cannot use the network. The security
of the system is built around this premise. Blanchard[2]
provides a description of 3G security and its differences
from second generation digital wireless telephone system
security.

The security in 3G is centered around the information
provided in the Subscriber Identity Module(SIM), which
is a removable module that is inserted into the device and
administered by the home environment operator. Because
the SIM is removable, it necessarily provides security in-
dependent of the mobile device in which it is inserted.

The SIM contains a user identity and an authentication
key. The key is used in a challenge response authentica-
tion mechanism which means that the key is not directly
required by the serving network and is never transmitted



over the air or exposed across the interface between the
SIM and the mobile device. The challenge response oc-
curs between the SIM module and the home environment
operator’s authentication center. This allows individual
home environments to claim responsibility for authenti-
cating their own devices when the client is connected to
another network.

An unfortunate drawback of the old 2G system is that
the challenge response authentication is one directional.
The client is given no assurance that they have connected
to a valid serving network. This was addressed as a limita-
tion in the 3G standard by adding the 3GPP authentication
and key agreement. This essentially allows the client to
also do a challenge response authentication of the serving
network, which is also handled by the home environment
and the SIM.

Data integrity in 3G is used not only to protect the con-
fidentiality of the user, but also ensures that the validity of
the authentication made at the start of the session is main-
tained. It is not, however a mandatory feature due to re-
strictions on encryption in some countries. In these cases
connection integrity protection is added to the signaling
messages instead. This however does not keep someone
from eavesdropping on conversations when encryption is
not used. When encryption is used to protect data in-
tegrity, a symmetric synchronous stream cipher based on
the Kasumi algorithm is used.

3.5 802.11b WEP

WEP(Wired Equivalent Protection) is the 8§02.11b attempt
to provide security that is at least as good as having a
wired connection. The goal is simply to keep eavesdrop-
pers from being able to read the contents of packet. These
are not very lofty security goals and would have been
sufficient to make security problems no worse than those
on a wired connection. Unfortunately several oversights
were made about how 802.11b was to be used. WEP
uses the RC4 stream cipher[6]. While well know and
commonly used, the nature of wireless communications
makes its use in 8§02.11b questionable. Because the key
never changes, it is possible, after the collection of 5-10
million encrypted packets to compute the key used for the
encryption. 5 million packets seems like a lot, but in a pro-
duction corporate environment where there is much traffic
5 million packets can be acquired relatively quickly. Sev-

eral freely available programs, including AirSnort[7]], can
do the work of collecting packets and computing the key
for the user. Fluhrer, Mantin and Shamir[6] discuss the
issue fully.

Because of the security problems in 802.11b, network
administrators are using encryption at other network lay-
ers to protect their networks and users. Many 802.11b
equipment vendors are offering proprietary alternatives to
WEP in an attempt to help fill the gap in security. Future
versions of 802.11b are expected to address this issue.

3.6 Bluetooth

Bluetooth provides device authentication and data in-
tegrity assurance through its security architecture.
An overview of the architecture is provided by
Traskback[22]. The security model provides authoriza-
tion for services through its authentication method. Au-
thentication is provided in the form of a shared key
challenge-response mechanism. The establishment of a
key is done in a process called pairing. Pairing is done
by entering a common PIN for both devices. The key ex-
change can also be done wirelessly if desired, preferably
in a secure area where there is some assurance that no one
can eavesdrop.

Once a device is authenticated, an encrypted link can
be established if desired. The encryption is provided by
stream cipher EO and only affects the packet payload.

Traskbiack[22] notes that the current security has some
limitations, the biggest being that only devices are authen-
ticated, not users. This means that potentially a device
can be stolen and used with another already paired de-
vice. Nguyen et. all[16] suggest the use of an extension
to the current system that also authenticates the remote
user with a shared password that is exchanged after the
device has been authenticated and encrypted communica-
tions established.

3.7 1IPSec and VPN

IPSec is the Internet Engineering Task Force’s net-
work layer security protocol. IPSec essentially provides
VPN(Virtual Private Networking) and encryption so that
secure networks can be connected together through inse-
cure networks such as the Internet.



One extension of this is to have individual computers
connect into a central corporate network through the In-
ternet. Many network administrators are using IPSec as a
method of adding security to 802.11b networks.

3.8 SSL and TLS

SSL(Secure Sockets Layer), which in later versions be-
came TLS(Transport Layer Security) was developed as a
method of encrypting HTTP(Hyper Text Transport Proto-
col) traffic for web applications such as banking. Many
other application protocols now use SSL and TLS to pro-
vide security, especially for protection of password ex-
change in protocols such as POP(Post Office Protocol)
and IMAP(Internet Message Access Protocol).

4 Handheld Complications

4.1 Characteristics of Handheld Devices

The power of handheld devices is in their portability.
Common handheld devices include Palm computers and
smaller tablet PCs. Their intended portability makes them
prime candidates for wireless communication technology.
Unfortunately, they also have strict constraints on size,
weight and heat dissipation. Also, because they do not
have a wired power source they must be battery operated,
while at the same time the battery size has to be limited to
fulfill size and weight requirements making already lim-
ited power supplies even more limited.

Size, power, and heat dissipation, constraints limit the
amount of processing power, and memory available for
use. The more processing power, the more power required
for the processor and the more heat that will have to be
dissipated. Memory takes up a large amount of space, and
many economical forms of memory use a large amount of
power to store data, and even more to retrieve them.

Finally, because of their small size, handheld devices
are easily compromised through theft or loss.

4.2 Implications on Wireless and Security

Easy compromise means that steps must be taken to en-
sure that if the device is used by someone other than the

intended user, access to the device is limited or elimi-
nated all together. Palm pilot like devices, whose focus
is on ease of use, have for a long time omitted features
related to this issue. Third party programs were neces-
sary to provide even the smallest of automated security
measures. While Palm devices did provide the ability to
hide or mask data stored on the device, the security set-
ting needed to be applied manually after viewing of se-
cure data. This left the device open to viewing if the user
forgot to resecure the device. As of version 4.0 of the
Palm OS[17]], Palm instituted the automatic remasking or
hiding of such data at power off. This still leaves most of
the security concerns for the device open to the individual
applications running rather than any kind of all encom-
passing security policy. Third party applications such as
TealLock[21]] provide system wide security by requiring
password authentication for access to the device. While
this can turn off serial, Bluetooth and infrared communi-
cation, it cannot stop someone with physical access from
attempting to attach a device to read data directly from the
memory. Also, applications that require administration by
someone other than the end user will need to provide their
own security.

The power usage of wireless communications is di-
rectly proportional to the transmission range. This means
that a tradeoff needs to be made between battery life and
the range of communications. 802.11 implementations
are inherently going to use up the battery faster than Blue-
tooth which has a comparably much smaller range.

Encryption is very computationally intensive. Many al-
gorithms used on desktops and servers for providing en-
cryption are noticeably slow on handhelds. Ravi et all[|18]
state that it takes “a PalmlIIIx 3.4 minutes to perform 512-
bit RSA key generation, 7 seconds perform digital signa-
ture generation and can perform (single) DES encryption
at only 13kbps, even if the CPU is completely dedicated to
security processing.” This poses two problems: one, it is
not likely that the CPU will be able to be completely dedi-
cated to security, and two, the power requirements of both
the wireless transmission and the 100% CPU use would
drain the battery far to fast to be useful for any length of
time. Ravi et al[18] call this the “Wireless Security Pro-
cessing Gap”.



5 Possible Solutions to Handheld
Problems

5.1 Algorithm Optimization

There are three ways to look at optimizing cryptography
algorithms for handheld devices. One, look at what fea-
tures can be removed altogether from protocols. Two,
find ways to reduce the number of instructions performed
while providing the same features. Three, define new
cryptography systems that are less computationally inten-
sive yet provide similar levels of security.

Ravi et al[18] point out, that many of the wired secu-
rity protocols that would be tempting to use on handheld
devices are far too complicated for the needs of handheld
devices. It is possible however to select a useful subset of
protocol features to reduce the amount of processing that
must be performed by the device.

Selecting optimal software implementations of the al-
gorithms used can also significantly reduce the amount
of processing required. On processors with such limited
processing capabilities, this can make a significant differ-
ence.

Many cryptography protocols “use RSA-based public
key cryptography for authentication.” The RSA algorithm
is based on the NP-hard problem, integer factorization.
This requires the key(the modulus) to be a large integer
in the range of 1024-2028 bits to provide proper security.
Because of this long key, encryption is computationally
intensive. Newer cryptography systems provide similarly
high levels of security, with lower computing and mem-
ory requirements. Ravi et al[[18] recommend the use of
Elliptic Curve Cryptosystems(ECC).

5.2 Data Preprocessing

Limited size has implications on handheld devices that
go beyond cryptography calculations. It also means that
in some cases data being sent to the device may exceed
its needs. For instance, web pages formated for desktop
clients are not suitable for handhelds as too much infor-
mation is present, graphics are to big and may contain in-
formation that, due to display limitations, is unnecessary.
Preprocessing of this data can help to limit the amount of
computation the handheld device must perform to make
the information usable and will reduce the amount of data
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that needs to be transmitted. Reducing data transmission
can help alleviate the so called wireless security process-

ing gap.

5.3 New Chipsets

By working on new chip designs, there are two ways to
help the problem. The first method is to attempt to sig-
nificantly reduce the power requirements of existing more
powerful CPUs. The second is to add extra processing
ability to existing low power chip designs.

5.3.1 Intel Centrino Mobile Platform

Intel recently released its latest effort at the reducing the
power requirements of an existing more powerful CPU
with its new Pentium-M processor. The Pentium-M is part
of what it is marketing as the Centrino Mobile Processing
Platform.

Anand Tech[20] takes a close look at the technol-
ogy found in Intel’s newest mobile processing platform,
dubbed Centrino. Released in the first quarter of 2003,
Centrino is comprised of three components required for
Centrino branding by vendors. The first component is a
new lower power processor, the Pentium-M. The second
component is the new low power DDR memory chipset,
the 855PM. The third component is Intel’s PRO/Wireless
2100 802.11b card.

Intel started with their Pentium III processor when de-
veloping the Pentium-M processor, however the final re-
sult is far from that beginning. The methods used in de-
veloping this mobile processor are significantly different
from the methods used for previous chips. In the past,
existing desktop processors were taken and scaled down
to fit into the requirements for mobile computing. Newer
CPUs like the Pentium 4 consume too much power to be
successfully modified in this fashion.

The Pentium-M design team initially looked at the Pen-
tium 4 as a starting point, however they quickly decided
that a 20 stage pipeline was far too long for the power
levels they wanted to reach. Instead they started with a
Pentium III and put it through heavy redesign. The first
thing to notice is that the Pentium-M has a longer pipeline
than the Pentium III to allow for higher clock speeds. Nor-
mally this would lead to a lower IPC(Instructions Per Cy-
cle), however Intel managed to increase the IPC on the



Pentium-M over the Pentium III. This means the Pentium-
M can perform more instructions at lower clock speeds
than the Pentium III or the Pentium 4. This directly trans-
lates into power savings as the CPU needs to be less active
for similar processing.

One big problem with a longer pipeline is that if branch
prediction is incorrect, then there is a greater performance
penalty due to more instructions being lost on a mispre-
diction. Pentium 4 processors help alleviate this problem
with a trace cache, which allows instructions to start later
in the pipeline in the event of a misprediction. A trace
cache however contains many gates and consumes much
power. The Pentium-M design team instead decided to
improve branch prediction and not use a trace cache. They
designed a branch predictor that resulted in about 20%
fewer mispredictions than that of a Pentium III[20, p. 3].
This meant less power use than a trace cache, without the
performance cost of not having anything to compensate
for the cost of mispredictions due to the longer pipeline.

The Pentium-M has a IMB L2 cache. The cache is
highly optimized for power savings. Not only is the gate
layout optimized for low power consumption, but the 8
way set associative cache conserves more power by sub-
dividing each of the 8 ways into quadrants. Only the quad-
rant that is necessary is activated at any time. This lowers
the power consumption. The cache layout adds a latency
hit, which is made up for by the gains of having 1IMB of
L2 cache.

The Pentium-M will also reduce clock speed to pre-
serve battery. As can be seen from Table [3| the the drop
is significant for the higher speed processors. This idea is
similar to the SpeedStep technology used in Pentium-4M
processors. The major difference here is that the Pentium-
M processor starts with portions of the CPU turned off,
and only when they are needed are they turned on. This
will result in some performance latency, however it will
also have a significant effect on the power use.

The second part of the Centrino Mobile Platform is the
new DDR memory and AGP 4x chipset, the 855PM. Intel
applied similar techniques to the design of this chipset, in
the end making it consume only half the power of Intel’s
equivalent desktop DDR and AGP chipset, the 845[20,
p- 9]. Intel is also offering the 855GM which adds an
integrated power optimized version of the 845G graphics
core to the 855PM.

The final part, the Intel PRO/Wireless 2100 802.11b
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card, does not add any power saving features but shows
that 802.11b is growing to be a strong force in mobile
communications.

The Pentium-M will help blur the distinction between
small tablet PCs and Palm type devices with its new power
and size saving features.

5.3.2 MOSES

In System design methodologies for a wireless security
processing platform[|19]] Ravi et all describe their efforts
with the MOSES project which attempts to bridge the
“wireless security processing gap”[18] by taking an exist-
ing extremely low power processor and adding extra in-
structions geared at increasing cryptography capabilities.

Their focus was not on the creation of hardware imple-
mentations of cryptography, but rather identifying com-
mon operations that are used in cryptography that are
computationally intensive and can be implemented as ex-
tra instructions. Ravi et all[[19]] decided to take the Xtensa
T1040 processor from Tensilica, Inc which provides a 32-
bit RISC like CPU core, but allows a great amount of
customization, including the addition custom instructions.
This means that the developers can decide on the extra op-
erations that they need the processor to perform without
the need to design a whole CPU.

The method used was to first collect cryptographic al-
gorithms, then analyse them to determine the most effi-
cient alternatives of the various implementations of the
same algorithm. They were then reimplemented to take
advantage of library functions for complex operations.
Then an analysis was done of the algorithms in use to de-
termine the most useful extra processor instructions based
what portions of the library were used most. The library
functions that were added as instructions were then con-
verted to use the new instructions.

Using comparing the hardware accelerated implemen-
tations to optimized software only implementations Ravi
et all[19, p. 200] found that the MOSES platform pro-
vided a speed up of 2.18X speedup for small transactions
where public key algorithm computations dominate. In
large transactions where private-key algorithm computa-
tions start to dominate the overall computation, a 3.05X
speedup was observed.

This is a significant increase in performance and indi-
cates that new hardware and software combinations can



Frequency Voltage
Processor Performance | Battery Mode | Performance | Battery Mode | Power Use
Pentium-M 1.60 1.60GHz 600MHz 1.48V 0.96V 24.5W
Pentium-M 1.50 1.50GHz 600MHz 1.48V 0.96V 24.5W
Pentium-M 1.40 1.40GHz 600MHz 1.48V 0.96V 24.5W
Pentium-M 1.30 1.30GHz 600MHz 1.39V 0.96V 22.0W
Low Voltage Pentium-M 1.10 1.10GHz 600MHz 1.18V 0.96V 12.0W
Ultra Low Voltage Pentium-M 900 900MHz 600MHz 1.00V 0.96V 7.0W

Table 3: Pentium-M Operating Frequencies and Voltages[20, p. 8]

help overcome processor performance problems that hin-
der the use of cryptography in handheld devices.

6 Conclusion

Wireless and security are complex topics. At the present
time, there is no definitive combination to provide max-
imum flexibility and security. In complex cases hybrid
systems may be necessary, though this is complicated by
interference generated in using them at the same time. As
the protocols evolve, better coexistence should alleviate
this problem.

The number of readily available programs that exploit
security weaknesses show that the default security pro-
vided by any of the systems discussed is not sufficient for
sensitive data.

The tight power and processing constraints of handheld
devices further complicate matters, limiting how long
connections can be maintained and how well they can
be secured using encryption. This is unfortunate because
handheld and other portable devices stand to gain the most
from the availability of wireless communication systems.

It is clear that there are many hurdles to overcome in
making wireless communications and handheld devices
secure, but none of the current problems look like they
will be issues for more than a couple of years. Ongoing
research is pushing the envelope for processing require-
ments of encryption, increasing processing power and re-
ducing power consumption. In all the future of handheld
wireless communications and its applications looks very
interesting.
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